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Abstract:

The information revolution is affecting every aspect of society including education
resulting in a concept known as digital learning or e-learning. One problem of digital
learning environments and tools is the security and privacy of the learners. How to
ensure the security and privacy of digital learners remains a major challenge leading to
exposure among naive students. The objective of the study was to explore digital security
and privacy culture among students and to propose a novel framework to enhance the
security and privacy culture of students using a framework based on the competence
learning theory. The Design Science Research (DSR) was adopted as a research paradigm
with quantitative and qualitative data gathered from the implementation of the
framework. 300 students from a college of education were purposively sampled for the
study. A WhatsApp message was sent to the student requesting their confidential
information under pretexting and impersonation to assess how security and privacy
conscious they were. A framework was developed and implemented based on the theory
of competence learning. The results showed high levels of vulnerabilities among students
at 67.67% before the Implementation of the Framework in Round 1. This vulnerability
reduced to 1.67% in after the implementation of the framework in Round 2 and further
reduced to 0% in Round 3. The paper concluded that the lack of security and privacy
awareness of the students made them Unconsciously Incompetent (UI). Exposure to the
vulnerability made them consciously incompetent (CI), whiles further rounds of
exposures led them to be consciously competent (CC). further exposure will eventually
result in unconsciously competent (UC) as students become resistant and or immune to
security and privacy attacks. The implication of this study is that, as more students
converge in the digital space, the need to build their immunity and resistance against
cyber-attacks is critical to avoid exposure. Learning to be security conscious should be
consistent and routine to ensure that students have renewed behavior changes to become
resistant and immune to online attacks.
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1. Introduction

The words like “digital’, ‘security” and “privacy’ are infiltrating everything; no part of
society is exempted including students. Globally, students are adopting and integrating
online content as supplementary or main material for learning such as Google, Microsoft
and Apple Products to learn (Singer, 2017, Saidu et al. 2018, Al-hamadani, 2017).
However, these technologies come with their attendant problem of cybersecurity and
privacy issues.

According to Singer (2017), many schools in the USA are vigorously integrating
technology such as Microsoft, Apple, Google and other platforms. These tools used in
their classroom environments by teachers have little or no training on the implication of
privacy and security such as how to monitor, the data gathered by device owners and
how the schools use the gathered data (Smith, 2016, Giabrome, 2015). In addition,
educators pay less attention to the digital privacy and security of the learners they are
teaching (Hewell, 2018). This results in students having poor appreciation of the digital
space(platforms) they are studying.

A lot of work is done by the developers and owners of these programs and
platforms to ensure the confidentiality, integrity and availability of the information
resources but such technical controls alone are not adequate to provide the needed
security and preserve the privacy of digital students (Miguel et al., 2014, Seudu et al.,
2015). According to Halawa, Ripeanu and Konsfantin (2020), online services are an
integral part of our personal and professional lives. Thus, the personal information/
credential of the member is online and these attributes are attractive commodities for
cybercriminals. Consequently, making them targets for cyber-attacks using
unconventional attack methods such as social engineering, which targets the user instead
of the technology (Alderwoods or Skinner, 2020). They indicated that social engineering
is the use of psychology to manipulate either personally or in a virtual mode that
influences a person leading to the disclosure of confidential information such as PINs,
passwords and other personally identifiable information (PII). Thus, to ensure optimum
security and privacy culture of digital learners, there is a need for a solution targeting the
user of the information who is the target of this attack in the digital space (Albladi &
Weir, 2020).

In recent times, the use of digital technology in teaching and learning and security
has been explored. Kumar et al. (2019) studied privacy and security consideration for
digital technology use in elementary schools and concluded that the use of technology
has become an integral part of learning at the elementary level; educators are worried
about the digital security and privacy of learners; but less effort at teaching digital
security and privacy of learners. Again, it is common knowledge that tablets, connected
toys, netbooks and other devices have become the common everyday tools of digital
students (Mazmanian & Lannette, 2017). They concede that the security implications of
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these tools are dire as learners are exposed to the vagaries of cyberspace. Kumae et al.,
(2017) conducted a study and concluded that learners have little knowledge about
privacy and security concerns and they need more and further training. They also
suggested parental, school level and policy-level support for the improvement of digital
security for learners.

Therefore, as the entire educational system migrates its activities online; more
students are converging in the digital space with its danger of compromising of security
and privacy, knowing the level of vulnerability of the learners would invariably lead to
the development of efficient and effective tools to build the resistance, immunity and
reflective behavior of students against digital attacks.

Thus, in this paper, the researcher explored the level of vulnerability of learners
and proposed a model that assists in improving the digital security and privacy culture
of digital learners.

To achieve this, we asked this broad research question “How can the security and
privacy culture of digital learners be improved?” This was broken down into specific
research questions as:

1) What is the level of vulnerability of learners to digital/online attacks?

2) How can the security and privacy culture of learners be ensured in the digital
environment using an innovative framework?

3) How efficient is the model in improving the security and privacy culture of
learners?

The achievement of these objectives contributed to knowledge in the following
ways:

e Highlighted the level of student vulnerability to digital attacks; hence, sharing rich
and practical insights into students’ vulnerability studies in particular and
cybersecurity in general.

e Proposed an approach (SSAM) for improving the digital security and privacy
culture of students; thus, contributing to the theory and methodology of the study.

e The proposed model with its evaluated results reduced the vulnerability of digital
learners by about 19 percentage points.

2. Theoretical Framework

2.1. Conscious Competency Model and Digital Learning Change
In learning, being able to understand your level of competency in an area or topic can
boost the potential for effectiveness and efficiency. This is what the concept of the
Competency Learning Model or theory is. It describes how a learner learns a skill from
the stage of ignorance to full knowledge and awareness as explained by Kongsvit (2021).
The approach shows the sequence of stages an individual follows from the time of
unconsciousness to competency. There are four phases:

e Unconscious Incompetence,

e Conscious Incompetence,
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e Conscious Competency, and
e Unconscious Competency (Chapman, 2019).
Figure 1 shows the competence matrix.

Unconcious Incompetence Unconcious Competence
(Stage 1: Ignorance of the learner (Stage 4: Mastery stage where the
where the learner is not aware that learner has gained expertise to carry

he/she has a need or incompetent) the activity without challenge)

Learning a Skill,
Attitudinal Change, etc.

Concious Incompetence Concious Competence
(Stage 2: Awakening and awreness of (Stage 3: The learner has acquired
the problem and need for change) a skill but works with difficulty)

Figure 1: The Competence Learning Matrix

As shown in Figure 1, the model starts with stage 1 where the learner is
Unconsciously Incompetent (Ul); i.e. the person is ignorant of the existence of the
problem. This is where every learner starts. Sometimes, learners deny the existence of a
lack of skill or a problem. (Manthey & Fitch, 2012). Creation of awareness is always
required at this stage to create the need and desire to want to learn or change attitude as
stated by Kongsvit (2021).

Conscious Incompetent (CI): At this stage, the person is aware of the problem,
awoken, sees the need for change or to learn and commits to learning or changing the
behavior or attitude.

Conscious Competent (CC): here the learner has made effort, learned the skill, and
has gained some appreciable level of mastery. However, at this stage, he does the activity
with some level of carefulness and consciousness.

Unconscious Competent (UC): At this stage, the learner has become a master of
the trade (Skill, attitude) and can perform the action unconsciously without thinking. It
is the level of mastery. Continuous use and practice over time lead to perfection in the
skill or art.

Following this theory, we proposed a model for improving the privacy and
security of digital learners and used the model to evaluate the performance of the
learners. The next section describes the methodology of the study.
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3. Materials and Methods

The study was about improving the digital security and privacy culture of students in
Colleges of Education (COEs) using a model based on the competence learning theory
and reflective behavioral theory.

The DSR approach or the Constructivist approach was adopted for this study. DSR
is a research paradigm where novel artefacts are produced as solutions to identified real-
world problem (Sonneberg et al., 2014; Venabel, 2016). Consequently, since the aim of the
researcher was to explore and propose a novel model for improving privacy and security
culture among learners, the most appropriate approach was the DSR. This is because the
approach led to the development of an artefact of importance that solved a societal
problem. This section describes the methodological procedure followed in solving the
problem as detailed in the proceeding sections and subsections.

3.1 Population and Sampling

The universe of discourse for this study was all level 300 students who were out of the
campus doing their out-program. However, the population that met the criteria were
those with smartphones. Students who registered and were present in the WhatsApp
group deemed to meet the criteria for selection. Thus, the students were purposively
sampled which is one of the non-probabilistic methods.

3.2 Ethical Clearance

As a study involving humans and especially their privacy, there was the need to obtain
clearance. This is relevant because the consent of the participants is of the essence since
the study may infringe upon their privacy. To this end, we obtained clearance from the
administrator of the group who was the only person aware of the study. In addition, we
only counted the responses to get the tally and immediately delete the message so that,
the details can and were not used for anything else apart from the purpose for which it
was collected.

3.3 Data Collection

To collect data for analysis, the researcher impersonated a finance officer and sent a scam
message onto the platform the students requesting confidential information for the
processing of students” allowances.

The responses of the students were gathered, analyzed based on those who
responded by providing their details, those who abstained and those who read the
message and refused to respond by providing their details.

After the data was gathered, the students were debriefed and the implication of
their actions relative to their privacy and security in the digital space or medium.

After a six-week period, after the student returned from their study, security
awareness of online risk following the model was conducted. A similar scam message(2)
with different content were this time administered to the same students this time with a
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link for them to sign in to watch their continuous assessment results. The results of this
were gathered and analyzed. The level of vulnerability of the students in the experiments
were compared. The architecture of the proposed system is shown in Figure 2.

3.4. The Proposed Framework and Description
The model called Student Security Awareness Framework (SSAF) was developed for the
study as shown in the Figure 2 below:

[ Researcher ]

Send messages to students

[ Student / Learner l

J‘

v ‘

Read message Read message Read message release
refuse to respond ignore informant requested

A A

Digitally security [ Status not J [ Digitally security ]

conscious determinable vulnerable student

v
Debriefing of Train using
students model

Figure 2: SSAF for Improving Security and Privacy of Students

3.4.1. How the Proposed Framework Works
The researcher impersonates and sends a message to participants (students). Students
react in three ways to the message:
e Read and refuse to provide the requested information (assumed to be security and
privacy-conscious);
e Ignore message/not delivered (assumed to be indeterminate);
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e Read and provide the requested confidential data (assumed to be security and
privacy susceptible).

After the first round, the students were debriefed and told the implication of their
reaction to the message following the framework. The experiment is repeated after the
first round an interval of 3-weeks. The result of the reactions to these messages can be
analyzed to determine vulnerable users.

3.4.2 Implementation of the Framework

The researcher crafted an appealing scam text message and send it via WhatsApp to
students (participants) such that the message appears real and urgent by adding
deadlines.

When a student receives the message, it will be indicated that the said student has
seen the message by a double check mark or by using the settings to check whether the
recipient has seen and read the message. The participant has three options: Read the
message and refuse to provide the right information requested — which suggests the
student is online security conscious. Read the message and ignore it — indeterminate.
Read the message and respond by providing the confidential informant requested —
online security is unconscious and therefore vulnerable to exploitation. Based on the
outcome, all students were debriefed about the implications of their actions and how that
could exploit their privacy and security leading to exposure and breach of confidentiality,
integrity and availability goals.

After the 3-week interval, a second and third similar scam mail was sent to the
students and their responses to these new emails were evaluated based on their reactions.
This was done to observe whether there is a change in behavior after the initial exposure
The results of the respondent in Round 1, Round 2 and Round 3 of the experiment were
analyzed using quantitative and qualitative data obtained from their reactions.

3.5 Data Analysis
The data gathered from the responses of the participants were analyzed using descriptive
statistics, and inferential and qualitative formats.

4. Results of the Study

The study aimed at improving the security and privacy of digital students by evaluating
the participants’ susceptibility to online requests for private and confidential
information. Based on the outcome, we proposed and implemented SSAF for improving
the digital privacy of learners in COEs. This section presents the results of the study based
on the research questions using graphs, tables, diagrams and illustrations.

4.1. Biodata of Respondents
In all, there were 300 subjects for the study. Out of this number, 168 of the respondents
were male representing 56%, whiles 132 of the respondents were females and constituted
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44% of the population of the study. This is consistent with the entire student population
as there are more males than females as depicted in Figure 3.

120
100 &
80

60 56 _

40

20

Male Female

Figure 3: Participants by Gender

Regarding the students’ classification by course, data suggest that there were more
students from the general class compared to the others; science/maths, ICT and Technical
students respectively. This statistic is consistent with the admission of students, as the
institution seems to get more students applying from the general side more than the other
courses. This result is shown in Figure 4.

30
20
10 - Sample (%)

Sci & Maths Technical General Student

Figure 4: Participants by Courses

4.2. Vulnerability of Learners to Digital Attacks

To measure how vulnerable the students are to digital attacks, an experimental attack
was conducted on the participants. They were sent a scam message and requested
confidential information using pretexts and impersonation. Respondents were to ignore
the message after reading, disclose the requested information or abstain after reading the
message. We administered the exercise in three rounds. In Round 1, the exercise was
administered without the framework, i.e., before the framework. In Round 2 and 3, the
SDSAF was followed and the experiment was repeated using different scam mails. As
depicted in Figure 5, 67.67% of the respondents disclosed their information before the use
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of the framework (Round 1); this was reduced to 1.67% in Round 2 and further reduced
to 0% in Round 3. For those who abstained, 9% abstained in Round 1 before framework
use, reduced to 7.33% and further reduced to 2.33% in round 3. Those who refused to
disclose their information were 23.33%, which improved to 91% in Round 2 and further
improved to 97.67. As indicated, the resistance of the participants to the scam improved
consistently after the use of the framework.

97.67
No. Refused to Disclosed Confidential Data 91

2.33
No. Abstained from Disclosing Confidential Data 7.33

B

0
No. Disclosed confidential Data 1.67

0 20 40 60 80 100 120

Disclosure after the Framework use(R3) W Disclosure after the Framework use(R2)

M Disclosure before Framework use(R1)

Figure 5: Disclosure of Confidential Data in Round 1, 2, 3

Regarding susceptibility to online attacks by gender, the result shows a slightly
higher number of females than males. This is depicted in Table 1 below.

Table 1: Analysis of Vulnerability by Gender in Round 1

Gender No. of students Percentage (%)
Male 96 47.29
Female 107 52.71
Total 203 100

The data from the second experiment, however, showed that no female was a victim after
the training with all 5 vulnerable users in this study being males as indicated in Table 2.

Table 2: Analysis of Vulnerability by Gender in Round 2

Gender No. of students Percentage (%)
Male 5 100
Female 0 0.00
Total 5 100
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In Round 3 of the experiment, there was no disclosure of sensitive information by
respondents.
To measure vulnerability according to courses studied by students, we analyzed the

results according to the course studied by respondents. The result of this is as depicted
in Table 3 below.

Table 3: Analysis of Vulnerability by Courses Before and After Use of Model

Course Before the Model Use After the Model Use
Science/Maths 70 (85.37%) 2 (40%)
Technical 16 (80.00%) 0 (0%)
General 93 (70.99%) 3 (60%)

ICT 24 (35.82%) 0 (0%)

Total of students 203 (100%) 100

4.3. Qualitative Analysis of the Responses

Some of the students responded by giving the following statements as depicted in table
6. Their questions and comments suggest some level of knowledge of online attacks.
However, the numbers were very insignificant (only 3 respondents):

“why do you need my past word for?”.
“this for be 419.”

“I day come school come provide the information.”

Figure 5: Qualitative Responses of Students
5. Discussion

The study was conducted to ascertain the level of vulnerability of students in the digital
space and to propose a model for improving the security and privacy of students
following a phenomenological approach by exposing students to the experience of digital
attacks and measuring their vulnerability before and after the use of the model.

5.1. Susceptibility of Learners to Digital Attacks

Our findings show that 67.67% of the students are susceptible to security and privacy
attacks with relatively more females than males at 52.71% and 47.29% respectively. This
suggests that a good number of digital learners are likely to be exposed to the digital
space should they encounter such attacks. This is consistent with Kumar et al., 2019 who
suggested that the use of technology tools in education exposes learners to digital risks
and who lacks the needed skills to evade such attacks leading to exposure at the personal
and institutional levels. Regarding exposure by courses studied, the results showed a
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relatively low susceptibility of ICT students compared to the others that ranged from
approximately 80% to 85.37%. This might be due to the fact that as ICT students, they
might have had quite some level of experience with cyber-attacks using such schemes.
The implication of this is that these attacks have the tendency to compromise the security
and privacy of learners and expose them to cyberbullying, extortions, and indecent
exposures. Again, according to the competency model, the learners are at the ignorant
stage and are not aware of the risk of their behavior regarding cyber-attacks;
Unconsciously Incompetent. This is why the level of vulnerability is high requiring some
form of awareness creation among the students as depicted in stage 1 of the matrix. This
finding is consistent with Bratina & Krasna (2017).

5.2. The Use of SDSAM Model Improved Susceptibility of Learners

The data suggest that students are vulnerable to online attacks. This digital vulnerability
to online or digital attacks might be due to a lack of knowledge of digital security and
privacy. Thus, requires education and awareness creation to expose the learners to the
phenomenon. The result after learners we exposed to the security and privacy of being
online showed that only 5% were victims from the male participants with 87.67% of the
learners showing resistance to the attack. This result agrees with the position of Albladi
and Weir (2020) and Aldawood and Skinner (2020) who suggested that user vulnerability
to social engineering attacks can be improved by organizing training, awareness creation
and educational activities to build resistance, immunity and reflective behaviors among
digital users. This result means that, after the debriefing of the learners and exposing
them to risk, they learned and became Consciously Incompetent i.e., they became aware
and ready to learn and change their behavior. This continuous use led to them being
consciously competent.

5.3. Measuring the Efficiency of the Proposed Approach
To determine the efficiency of the model, we compared the performance results of the
learners. Susceptibility before the administration of the model with the result of the
model after. The data suggest that, in Round 1 of the study, 203 participants representing
67.67% were susceptible, compared with Round 2 where 5 respondents representing
1.67% were susceptible with 273 participants, representing 91% showing resistance or
immunity to the online attack. This suggests that, after the awareness created by the use
of the model, learners were careful and changed their reaction to the attack this time. This
is consistent with the competency learning theory proposed by Chapman (2019), which
suggests that people learn through constant practice moving from being Unconscious
Incompetence (Ignorance stage) to Conscious Competence (Awareness stage),
Unconscious Competence (Learning stage) and finally to Conscious Competence
(Mastery stage).

Thus, the continuous and regular use of the model will lead to the acquisition of
relevant skill or attitudinal changes required to overcome digital attacks and
exploitations leading to improvement in the privacy and security of learners. This is
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supported by Bandura and Lighsey (1999) on self-efficacy as people continuously carry
out an activity which leads to perfection.

Therefore, as more digital learners converge in the digital ecosystem, privacy and
security remain a challenge. This requires innovative approaches to improve learners’
resistance and immunity to such attacks to avoid the compromise of personal confidential
information and provide secure digital space for E-learning and other digital services.

6. Recommendation

The study aimed at evaluating the susceptibility of students to online attacks (security
and privacy culture) and proposed a novel framework for improving security and
privacy when in the digital space. The result demonstrates that students are susceptible
to these attacks due to a lack of awareness. When awareness is created, it leads to
immunity and resistance of students and promotes secure digital security culture. Thus,
we recommend that:

e Teachers should routinely and regularly expose students to digital security and
privacy risks through security and privacy awareness programs and other Social
Engineering Awareness, Training, and Education (SEATE) programs.

e Developers of school curricula should involve digital security and privacy content
to enable learners to imbibe the concepts and build reflective behaviour against
online attacks

e The SSAF used should be adopted to teach security and privacy as it follows the
competence-learning model and gradually leads the student to perfection and
complete attitudinal change.

7. Conclusion and Future Works

The study explored the vulnerability of digital learners’ security and privacy in
virtual/digital learning environments and proposed an approach based on
phenomenology as a means of improving their digital behaviors. The results showed
high vulnerability among learners as they willingly provided confidential information in
the experiment; the results after the training using the model showed an improvement as
only 1.6% were still vulnerable thereafter. The paper concluded that as educational
products, and services migrate to digital ecosystems, the privacy, and security of the
learners remain a challenge requiring constant and consistent behavioral change
techniques to build the resistance and immunity of learners against such attacks.
Consequently, the use of our approach based on phenomenology presents good potential
for improving learners’ digital privacy and security. Even though the framework
performed relatively well, it is inflexible. Future works will follow the framework and
implement it using machine-learning to ensure adaptability.
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